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Abstract. With the rise in smart devices communicating on internet, there is a huge demand in 
the delivery of internet bandwidth to fulfil subscribers’ aspirations. It is therefore important for 
internet network providers to understand the subscribers’ behavioural pattern in terms of internet 
bandwidth usage so as to meet up with the continuous rise in its demand. This research introduces 
the schematics of an android application effectively communicating with a remote database; 
Firebase cloud service. The classification of the subscribers’ internet traffic bandwidth 
consumption enables the android application to generate dataset of bandwidth utilization patterns 
of volunteered subscribers’ device which are grouped into 4 classes; A, B, C and D representing 
very high, high, medium and low data usage respectively. The collection of internet bandwidth 
usage of subscribers was recorded at intervals of every hour into the remote database in Firebase 
cloud. 
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1. Introduction 
Android is a mobile operating system software developed by Google. Google has over 2 billion active 
devices currently running with the operating system (OS). Taking the largest share in mobile OS 
industry. Android Applications are managed by the Google play store where they are maintained and 
updated. Google announced it had more than 3.3 billion applications on the google play store [1]. 
Internet bandwidth usage of subscribers has been on a huge rise since the invention of the first 
smartphone. Now internet bandwidth has even grown high since the introduction of Internet of Things 
(IoT) devices, smart cars, smart homes, and so on [2, 3, 4]. We now live in the information age where a 
huge percent of the world’s population is connected to the internet [5]. Mobile data traffic is 
continuously on the increase as result of rapid development of wireless access technology and use of 
smart devices which is expected to lead to an explosive growth of data in heterogeneous cellular 
networks [6, 7, 8]. It is significant for network operators to expand the capacity of their networks to 
avoid congestion and overload to guarantee users’ satisfaction [3, 4, 10, 16]. 
2. Literature review 
Android is a Linux based operating system that relies on Linux kernel for its security, memory 
management, network stack and driver model [5]. Android is an open source framework where any 
develop can develop and contribute application to its community [9, 10]. Android data storage can be 
secured only if the user does not root the device [13]. Root the device grant write access to system files 
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and storage [6, 11, 12]. Firebase is a cloud drive service provider that provides robust backend functions 
to developers that build applications for the android OS [7, 13, 14]. Firebase database stores data in 
JavaScript Object Notation (JSON) syntax comprising of objects and string in arrays. Firebase real time 
database has an application program interface (API) service which is supplied to application developers 
upon activation of a Firebase cloud account [8, 15].  
3. Methodology 
The system comprises of a mobile application component, a learning component which is supported by 
an artificial neural network. The system was developed to provide an effective cellular data usage in a 
bid to improve data/bandwidth accessibility to all users ranging from regular users to power users. The 
android application used for data collection was designed with android architecture components which 
is a collection of libraries that help in the design of robust, testable, and maintainable apps. The data 
capture from each user was securely stored in a database and converted to a huge dataset which can be 
classified and analyzed. 
Android App Firebase Database
Internet
 
Figure 1. Components Block Diagram 
Figure 1 shows the block diagram of the components of the android application where each subscriber 
effective communicates with the remote database Firebase which is in the cloud. 
Access Data Collected
Registration
 Participate In Data Collecion 
User
Admin
 
Figure 2. Use Case Diagram of the internet traffic analyzer 
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3.1 Actors  
In the diagram figure 2 above two actors are present and can interact with the android system. The first 
actor represents that user and second actor is the admin. The user is a volunteered participant who 
downloads and install the mobile app on his phone and the app captures his data traffic seamlessly and 
without any inconvenience. The admin has the privilege to access the data traffic captured and stored in 
the database. 
 
3.2 Use Cases  
Three actions were identified as necessary in the solution. 
3.2.1 Access Data Collected  
This part of the system gives admin access to the Firestore database via the Google Firebase web 
console. Data can be queried in parts or in completions and download to either json or xml format. 
3.2.2 Registration  
This action enables users to register on the database with their respective Gmail accounts through the 
Google identity Server hence generating a UUID (Universally Unique Identifier) for all the participating 
user. The data collected must relate all the traffic information collected to the different respective users. 
3.2.3 Participate Data Collection   
This part notifies the user with a special permission dialog acknowledging that traffic and privacy 
information will be collected for this research purpose. 
User App Google
Login
Notify Successful Login
Send User Crendentials
return Userdata
Process Username & Password
Database
Acknowlegde Traffic Data
Send Traffic Data Continually
 
Figure 3. Sequence Diagram 
Figure 3 is a sequence diagram showing the user scenario with the android application for data capture. 
For the first action the user attempts to login into the android application where the user selects his 
google account to be registered and the credentials will be authenticated on the Google Identification 
Server.  The Google Server then replies the Application with a universally unique identifier (UUID) 
object to register the user with on the database to be used for data collection. For security risk of data 
and privacy exposure emails and passwords will not be collected but rather an encrypted UUID.  Once 
the user completes his registration the user will be notified to exit (not Force Stop) the program and go 
about carrying regular device operation. With a background service injected into the application the 
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application sends traffic consumed within an interval through the internet and saves it in the Firestore 
database. 
Get Captured User Data
Start
Loop Through The 
Number Of Months
Loop Through All 
The Sample Users
End While
End While
A B C
End 
Classification
 
Figure 4. Top left section of the mobile app flowchart 
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Figure 5. Bottom Left Section of the Mobile Flowchart for daily sessions  
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Figure 6. Right Section of the Mobile App Flowchart showing classification 
The above flowchart in figure 4-6 shows the process, decisions and loops carried out in the background 
of the android application while the subscriber uses his smart device without interruption. 
Step1: The captured data from the log file is injected. 
Step2: Loop through all the available sample users. 
Step3: Loop through the number of sampled months 
Step4: Loop through the number of sampled days in each month. 
Step5: Loop through the number of sampled sessions in each day 
Step6: Checks if the user is in the class A 
Step7: Checks if the user is in the Class B 
Step8: Checks if the user is in the class C 
Step9: Checks if the user is in the class D 
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Step10: Checks if there are more users in the loop 
Step11: Records the results of every user in the database  
Subscriber
Local File 
Databse
Log Traffic 
Usage to 
File
Upload to 
Firebase
Firebase 
Database  
Figure 7. Dataflow Diagram 
The diagram above in figure 7 shows the data flow diagram. The diagram details the movement of 
storage data while the subscriber is interacting with the application.   
4. Results and discussion 
Figure 8 to figure 11 are screenshots of the app running on a volunteered mobile subscriber device and 
is interacting with that application. The screenshots show how the user goes through the process of 
registering on the database and notifies them not to terminate the process. 
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Figure 8. Permission Dialog 
 
Figure 9. Login Page 
This first screenshot figure 8 shows a dialog that requests the user to allow access to special location 
permissions in other to get accurate reading from the cellular antenna. This next screenshot figure 9 
shows the home screen that instructions on how to keep the app running through the time of the research.   
 
Figure 10. Login Dialog 
 
Figure 11. Home Page 
The above screenshot in figure 10 shows a dialog of the user’s google login to uniquely identify all the 
users using the google UUID (Universal Unique Identification) and the user’s Gmail address. 
Figure 11 shows that the current user has successfully registered on the central logging database and can 
exit the app. While data collection happens in the background unnoticed by users. 
Table 1. Sample of Data Captured by the Android App  
Hour 1 Hour 2 Hour 3 Hour 4 Hour 5 Hour 6 
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Subscriber 1 15187363 5094151 4962967 16206343 31217766 2349672 
Subscriber 2 508187 1710253 11039681 11491407 14919350 1290689 
Subscriber 3 11950268 4140947 1859896 5159517 8470140 7996821 
Subscriber 4 16580960 19284915 12445716 2443831 10177103 1582108 
Subscriber 5 5026314 3449965 4762974 15285140 4582130 5262347 
Subscriber 6 10267271 8813847 4391928 3041241 10058617 264923 
Subscriber 7 4674058 4881098 2990624 1295985 10576064 4147763 
Subscriber 8 2849428 5414198 12086371 9551831 8369403 4653430 
Subscriber 9 7502996 7323398 9830629 4475321 12936556 15257698 
Subscriber 10 4547083 7580535 3843376 22813627 16857034 2774415 
Table 1 shows a small segment of the data captured front the remote database Firebase remote database. 
Each column represents a unique user, each row represents a time interval and each cell represents the 
internet traffic data consumed within the Time interval. 
Table 2. Sample of Classified Data based level of bandwidth usage  
Hour 1 Hour 2 Hour 3 Hour 4 Hour 5 Hour 6 
Subscriber 1 3 2 2 3 4 1 
Subscriber 2 1 1 3 3 3 1 
Subscriber 3 3 2 1 2 3 3 
Subscriber 4 3 4 3 1 3 1 
Subscriber 5 2 2 2 3 2 2 
Subscriber 6 3 3 2 2 3 1 
Subscriber 7 2 2 2 1 3 2 
Subscriber 8 2 2 3 3 3 2 
Subscriber 9 2 2 3 2 3 3 
Subscriber 10 2 2 2 4 3 2 
 
Legend: 1 = Class A, 2 = Class B, 3 = Class C, 4 = Class D 
Each column represents an hour interval of the data captured and classified, each row represents a 
subscriber from the Table 1. 
5. Conclusion 
The implementation of this research provides a means to capture internet traffic usage of subscribers 
and adequately classify them using a smart methodology with the aid of the android platform and the 
Google Firebase cloud service. The classification was done by MATLAB scripting which groups the 
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subscribers to four (4) different groups based on their level of data consumption. The data acquired from 
this study has several applications among which are for network traffic analyses and decongestion of 
mobile operators network through Wi-Fi offloading [17].  
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